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Al Browsers: Super-Assistant
or Surveillance Sidekick?

FROM SEARCH MONOPOLY TO INTELLIGENT CO-PILOTS

The humble web browser, our long-standing
portal to the internet, is undergoing a
profound transformation.

This evolution comes at a pivotal moment as
Google faces an existential threat to its
Chrome dominance.

Following a landmark ruling that Google
illegally maintained its search monopoly, the
U.S. Department of Justice is pushing for
dramatic remedies - including the potential
forced divestiture of Chrome, the world's most
widely used browser.

This antitrust case, combined with the rapid
advancement of artificial intelligence, has
created a perfect storm for browser
innovation.

No longer content to be passive windows onto
the web, browsers are rapidly evolving into
intelligent co-pilots powered by Al.

This shift isn't merely additive, it's fundamen-
tally disrupting how we interact with online
information, reshaping competitive dynamics,
and challenging the economics of the web
itself.

The browser market, long dominated by Google
Chrome (~66% market share), Apple Safari
(~18%), and Microsoft Edge (~5%), has become
the latest arena for Al innovation.

Established players are aggressively integrating
their respective Al technologies - Google's
Gemini, Apple's Intelligence, and Microsoft's
Copilot - while innovative challengers like
Perplexity and Brave are carving out niches
through Al-native designs or privacy-focused
approaches.

The potential divestiture of Chrome has also
attracted interest from several tech companies.

OpenAl has expressed interest in acquiring
Chrome should Google be forced to sell it,
seeing it as an unparalleled distribution channel
for its Al models and SearchGPT.

Yahoo has similarly been mentioned as a
potential buyer.

This uncertainty around Chrome's future, coupled with questions about the sustainability of the
Chromium open-source project that powers most modern browsers, has created an
unprecedented opportunity for market disruption.



..THE NEW BROWSER
BATTLEGROUND

Google is leveraging its Gemini family of models
across Chrome and its ecosystem, powering
features like Al Overviews in Search (reaching
over 1.5 billion users monthly) and enhancing
productivity tools with features like "Help me
refine" in Docs and "Help me analyse" in Sheets.

The strategy hinges on personalisation, using
context from a user's activity across Google
services to tailor Al responses.

Apple has taken a different approach with its
"Apple Intelligence" integration into Safari.

Emphasizing privacy, Apple performs significant
Al processing directly on users' devices through
Apple Silicon chips with Neural Engines.

Key features include system-wide:

e Writing Tools, the new "Highlights" feature
that automatically surfaces key information
from webpages.

¢ Enhanced Reader Mode summarisation.

Microsoft's strategy centres on integrating
Copilot within Edge, typically via a sidebar that
allows users to summarise webpages and PDFs,
ask follow-up questions about content, and
generate text.

The MS company is experimenting with making
Copilot even more central, integrating it directly
into the New Tab Page to merge browsing with
an Al chat interface.



...THE NEW BROWSER
BATTLEGROUND

Meanwhile, privacy-focused Brave has
introduced Leo, an Al assistant that utilises
various LLMs and employs a reverse proxy
system to anonymise user requests.

Perplexity Al is developing "Comet," an Al-
native browser built on Chromium that aims to
enable autonomous execution of complex
tasks through "agentic search."

FROM PASSIVE PORTAL TO
ACTIVE ASSISTANT

At the heart of this revolution are Large
Language Models (LLMs) enabling browsers to
understand and generate human-like text.

Features such as real-time page summarisa-
tion, translation, content generation, and
answering complex questions about viewed
content are becoming increasingly common.

The emergence of "agentic Al" within browsers
extends their role beyond information retrieval
towards autonomous action.

However, the promise of powerful automation
faces considerable hurdles.

While frameworks aim to simplify the creation of
Al agents, practical implementation remains
complex.

Challenges include accurately perceiving and
interacting with dynamic web content, planning
robustly across different website structures, and
ensuring user trust and security.

THE TECHNICAL DIVIDE:
ON-DEVICE VS. CLOUD Al

A critical architectural decision facing browser
developers is where Al computations occur:
locally on the user's device or on remote cloud
servers.

Cloud Al benefits from virtually unlimited
computational resources, enabling the use of
extremely large and complex models capable of
sophisticated tasks.

However, this approach introduces latency,
requires a stable internet connection, and
necessitates sending potentially sensitive data to
remote servers.

On-device Al performs computations directly on
the user's hardware, offering advantages in
speed, responsiveness, and offline functionality.
It inherently enhances privacy and security by
keeping sensitive data on the device.

The primary limitation is the constraint imposed
by the device's processing power, memory, and
battery life.
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...THE TECHNICAL DIVIDE:
ON-DEVICE VS. CLOUD Al

This technological choice creates distinct
strategic paths.

Apple and Brave lean heavily towards on-
device processing or privacy-hardened hosted
solutions, aligning with their brand positioning.

Conversely, Google and Perplexity rely more
on cloud processing and data aggregation to
power their features and business models.

The reality is likely a hybrid future.

Apple's introduction of Private Cloud Compute
alongside its on-device focus exemplifies this
pragmatic approach, acknowledging that a
combination of architectures is necessary to
deliver both privacy and powerful Al
functionality.

THE SEARCH REVOLUTION

The way users seek information online is
transforming from traditional keyword-based
searches towards natural, conversational
interactions.

By early 2025, approximately 35% of
traditional search queries had evolved into
conversational formats, a trend particularly
pronounced among younger demographics.

This shift in user behaviour is mirrored by
changes in how browsers present information.

Features like Google's Al Overviews, OpenAl's
SearchGPT, and Microsoft Edge's Copilot
summaries prioritise providing direct, synthe-
sised answers, often displacing traditional lists
of links.

The impact on search behaviour is significant
and measurable. Multiple studies document
substantial decreases in click-through rates for
traditional organic search results when Al
Overviews are present.

Gartner predicts a 25% decline in traffic from
traditional search engines by 2026, as Al
chatbots and virtual agents increasingly
provide direct answers.
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...THE SEARCH REVOLUTION

More broadly, the rise of in-browser Al
features like Safari's Highlights, Edge Copilot's
contextual answers, and Brave Leo's summa-
risation capabilities signals the evolution of
browsers into "answer engines" themselves.

They are increasingly capable of fulfilling user
informational needs directly, based on the
content being viewed, without necessitating a
detour to a traditional search engine results

page.

THE PRIVACY PARADOX

Al's ability to process vast amounts of user
data enables unprecedented personalisation
but creates direct tension with privacy
concerns.

The more data an Al system collects, the more
tailored the experience can potentially
become, but also the greater the potential for
surveillance and privacy breaches.

Different players are adopting distinct
approaches.

Perplexity represents one extreme, openly
embracing maximal data collection in its
upcoming Comet browser as the engine for a
"hyper-personalised" advertising model.

CEO Aravind Srinivas has explicitly stated the
intention to track user activity extensively -
including pages visited, online purchases,
travel plans, and location data - to build
detailed user profiles for advertising.

At the other end of the spectrum, Apple and
Brave prioritise privacy through on-device
processing or strong anonymisation
techniques.

Brave employs a reverse proxy system to
anonymise user requests, doesn't store
conversations or use them for model training.

It offers Leo Premium, a paid subscription
($14.99/month) providing higher rate limits
and access to a wider range of Al models
within a privacy-preserving framework.

Research indicates users' willingness to share
data in exchange for benefits and their
willingness to pay for enhanced privacy
depend heavily on the type of data being shared,
the perceived trustworthiness of the institution
collecting it, and the context of the exchange.
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THE MONETISATION
CHALLENGE

Finding sustainable business models for Al-
integrated browsers is critical. Several
approaches are being pursued:

Remains the dominant model for high-volume
players like Google, involving integrating
advertising alongside or within Al-generated
content.

Perplexity also plans an ad-supported model
for its Comet browser.

The primary challenges are balancing ad
intrusiveness with user experience and
managing the significantly higher computa-
tional costs associated with LLM queries.

An alternative model involves charging users
directly for enhanced privacy or advanced Al
features.

Brave exemplifies this with its Leo Premium
subscription offering higher Al usage limits and
access to more models.

Apple's strategy can be seen as a form of
bundled premium, with Al features included
with hardware purchases.

I N N il | G s —

Given the strengths and weaknesses of each
approach, hybrid monetisation strategies are
likely to become common.

They offer free, potentially ad-supported
versions with basic Al capabilities, and
premium subscription tiers providing enhanced
privacy, more powerful Al models, or exclusive
features.
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THE LOOMING ANTITRUST
SHADOW

The fate of Chromium, the open-source
project that underpins Chrome, Microsoft
Edge, Brave, Opera, and many others, is a
central concern in the antitrust case.

Google currently funds approximately 90% of
Chromium's development. According to Open
Web Advocacy, a forced Chrome divestiture
could dramatically reduce this funding,
potentially leading to a catastrophic 70% drop
in overall funding for the web platform.

INVESTING IN CHROME?

If Google is compelled to sell Chrome and
potentially banned from participating in search
revenue-sharing deals that incentivise browser
development, its motivation and financial
capacity to invest heavily in Chromium could
evaporate.

A new owner of Chrome might lack the
resources, technical expertise, or strategic
incentive to maintain the project at its current

USHERING IN A NEW ERA? . .
scale and pace of innovation.

The attempt to curb Google's
monopoly in search could
inadvertently trigger a fragmentation
of the browser engine landscape,
reversing years of consolidation
around Chromium and potentially
ushering in a new era of web
incompatibility and complexity for
developers and users alike.

This could lead to reduced feature develop-
ment, slower bug fixes, increased security
vulnerabilities, and potential stagnation of the
platform.
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THE FUTURE OF BROWSING

THE NEAR-TERM EVOLUTION
As Al continues to reshape browsers, several
trends indicate the near-term evolution:

e Al integration is moving towards primary
interaction points, with Safari's Smart
Search integrating Al actions and Edge
potentially centering Copilot on the New
Tab Page.

¢ Mobile distribution partnerships, like
Perplexity's deal with Motorola, highlight

the strategic importance of mobile for user

acquisition.

e Advertising models are adapting to new
interfaces, requiring new formats,
targeting methods, and performance
metrics.

¢ The viability of premium privacy-focused
models continues to be tested in the
market

POWERFUL CAPABILITIES

For users, this revolution promises powerful
capabilities - instant summaries, natural
language interaction, task automation - but
demands critical choices balancing advanced
features against data privacy concerns.

The browser of the future may be a vastly
more capable tool, but deciding which super-
assistant - or potential surveillance sidekick -
to trust will be a defining choice in our
relationship with the digital world.

PRIVACY-PRESERVING FRAMEWORK
Projections for the Al market underscore the
stakes, with forecasts suggesting the global Al
market could reach nearly $740 billion by
2030, with generative Al expected to exceed
$176 billion by 2030.

With traditional search patterns shifting
dramatically, the browser's role as our primary
interface to the digital world has never been
more strategically important - or more
contested.

Al BROWSERS: SUPER-ASSISTANT OR SURVEILLANCE SIDEKICK? 8
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..THE FUTURE OF BROWSING

CONVENIENCE VERSUS PRIVACY
So, which will it be: super-assistant or
surveillance sidekick?

The answer likely depends on which browser
you choose and how much you value
convenience versus privacy.

TRANSFORM OUR DIGITAL GATEWAYS SHAPING OUR RELATIONSHIP

As Al continues to transform our digital The browser war that emerges from the
gateways, this question becomes increasingly current antitrust uncertainty and Al
personal - and increasingly consequential. revolution won't just determine market

winners and losers; it will shape the very
nature of our relationship with the web itself.

Al BROWSERS: SUPER-ASSISTANT OR SURVEILLANCE SIDEKICK?




